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Case Example: BNM 
Fines a Leading Bank in 
Malaysia

In 2015, one of Malaysia’s 
leading banks was slapped 
with a fine of RM53.7 million by 
BNM for breaching AML 
policies. Under Section 4 of 
the AMLA, those convicted of 
carrying out or aiding 
money-laundering will be jailed 
for up to five years or be fined 
up to five million ringgit, or be 
liable to both imprisonment 
and a fine.

Overview

The Anti-Money Laundering, Anti-Terrorism Financing and Proceeds of 
Unlawful Activities Act 2001 (AMLA) is the primary statute governing the 
Anti-Money Laundering and Counter Financing of Terrorism (AML/CFT) 
regimes in Malaysia.

The AMLA provides wide-ranging investigation and enforcement powers, 
allowing law enforcement agencies and public prosecutors to freeze and 
seize properties involved or suspected to be involved in money laundering or 
terrorism financing, and the court to forfeit assets derived from proceeds of 
serious crimes.

Under the AMLA and AML/CFT Policies, there are a set of preventive 
obligations imposed on reporting institutions. All reporting institutions are 
required by law to undertake measures to prevent their institutions from being 
used as conduit for money laundering and terrorism financing activities.

The AML/CFT Regulatory Framework in Malaysia

Who are the Reporting Institutions?
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If your institution falls under one of the categories below, then you are required by law to undertake preventive 
measures, including KYC (Know Your Customer) screening. 

Failure to comply with the required preventive and reporting obligations can result in severe punishments 
including hefty fines imposed on the reporting institution.

Sector

Banking • Commercial and Islamic banks
• International banks and investment banks

• Labuan conventional, Islamic banks and investment banks
• Development financial institutions

Insurance • Life insurance companies
• Insurance and Takaful broking companies

• General, Family and International Islamic Takaful companies
• Labuan insurer and reinsurer, Takaful and re-Takaful

Money Services
Business

• Money changers
• Remittance service providers

• Wholesale money changing operators

Reporting Institutions

Capital Market • Fund management and unit trust management companies
• Labuan fund managers, listing sponsors, trading agents

• Stock and derivatives broking companies

Electronic Money • Electronic money issuers • Credit token business (Electronic Money) (Labuan)

Other Financial
Institutions

• Leasing and factoring business
• Money lenders and pawnbrokers

• Non-bank affiliated charge and credit card issuers
• Credit corporations

Designated
Non-financial
Businesses and
Professions

• Accountants, company secretaries,
 lawyers, notaries public
• Casino, licensed gaming outlets

• Dealers in precious metals and precious stones
• Public trust company, trust companies, Labuan trusts
• Registered estate agents
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In an effort to make due diligence more efficient and cost-effective, we’ve consolidated credit checks and KYC 
screening into one user-friendly system. CTOS Credit Manager subscribers (including notable financial 
institutions and corporations) can now utilise CTOS KYC Screening as part of their customer onboarding 
process. 

KYC screening is the due diligence process to identify and verify the identities of customers and clients. It is the 
first step and an essential component in preventing money laundering and terrorism financing.

A customer may appear to have excellent business credentials and creditworthiness, but may come with other 
potential risk factors. International criminal records or serious legal implications can only be uncovered with 
comprehensive due diligence background checks.

Avoid putting your organization at risk of non-compliance to the AML/CFT regime. Putting in place a simple KYC 
screening process is relatively straightforward, especially with CTOS KYC Screening.

As the leading Credit Reporting Agency in Malaysia, CTOS provides comprehensive credit risk management 
solutions to financial institutions and companies. The CTOS KYC Screening solution extends this further by 
providing an international-standard KYC screen on a single platform.

The CTOS KYC Screening solution is a powerful yet cost-effective structured risk data screening tool that helps 
organisations meet global compliance and enforcement standards. The solution is powered by LexisNexis Risk 
Solutions, a leading global provider of data, analytics and technology. LexisNexis Risk Solutions are used by 100% 
of the top 50 U.S. banks and 80% of the Fortune 500 companies, with over 500 million real-time transactions 
supported per year.

The Solution

Ensuring Compliance to the AML/CFT Regime

The CTOS KYC Screening Solution



No match Match Found (Categories:          Sanction List / Enforcement           PEP          Adverse Media)
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Solution Description

By subscribing, you’ll be able to:
• Conduct real time KYC screening against Global Enforcement, Global Sanctions, Political Exposed 

Persons (PEPs) and the Global Adverse Media list
• Significantly increase the security level of your customer onboarding process
• Document search results, generate reports and create audit trails to demonstrate good internal AML 

control
• Manage the cost of KYC Screening and AML procedures effectively

Data coverage provided by CTOS KYC Screening solution covers 4 main profile categories, using vast news 
sources, enforcement lists, sanction lists and regulatory agencies worldwide, including local regulatory and 
government sources such as:

• Bank Negara Malaysia
• Ministry of International Trade and Industry
• Anti-Corruption Commission
• Ministry of Home Affairs -Sanctions
• Malaysia Competition Commission
• Courts of Malaysia (Judgments list)

• The Companies Commission of Malaysia
• Attorney-General’s Chambers – Enforcement
• Malaysia Securities Commission
• Bursa Malaysia
• Royal Malaysian Police Force

Profile Categories Description

List covers 1,500,000 profiles from over 240 countries, and generally includes current or former senior 
foreign political figures, their immediate family members, their close associates and related companies 
as recommended by the Financial Action Task Force (FATF).

Over 1000 enforcement sources published by official government agencies, industry regulators and 
disciplinary boards are monitored across 140 countries and territories around the world for information 
relating to people and entities that may be implicated in illicit activities, such as money laundering, 
fraud, corruption, tax evasion and bribery.

Extensive proprietary database of structured media profiles that have been linked to illicit activities 
from over 35,000 news sources in more than 15 different languages worldwide.

Aggregates information from the most important official sanction lists maintained by governments 
worldwide including OFAC, EU, BOE, FBI, US Bureau of Industry and Security, Her Majesty’s Treasury, 
United Nations Consolidated List and more. These entities may have had assets frozen and other 
businesses may have been prohibited from doing business with them.

Sanction List

Enforcement List

PEP (Politically
Exposed Person)

Adverse Media



Benefits

As a result of our collaboration with LexisNexis, we’re pleased to bring you the best-in-class KYC screening 
process available in the country.

What we can offer you? Simply put, convenience and flexibility, while ensuring quality and credibility. You can 
expect a risk solution tailored to the unique needs of your business, while adhering to stringent international 
standards in compliance.
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Compliance to International Standards
Powered by world-leading LexisNexis Risk Solutions, trusted by top international institutions, 
including enforcement agencies themselves

Save Time
Comprehensive screening results delivered to you immediately in ‘real time’, comes with 
proper audit and document trail

Convenience
On-boarding your customer has never been easier, conduct credit checks and KYC screening 
on a single platform

Cost Effective
Get the most comprehensive and updated report with data covering thousands of databases, 
avoid unnecessary risks of regulatory fines and punishments

Easy-to-Use
Straightforward method to query, matches are displayed in an easy-to-read, colour-coded and 
structured format to aid further accept/reject/investigate decisions

Global AML/CFT 
standards

Compliance

Instant
(Save time)

Delivery Time

Single platform

Convenience

Value delivered

Cost Effective

Easy-to-use

Simplicity
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If there is a match, there will be an indicator and the match results will be shown as below.

or

1

1

1

1

Individual Business

KYC Screening - New Search

Subject Info

* Type

* First Name

* Last Name

IC No.

Passport No.

Gender

Nationality

Individual

Male

Please select

Cancel Submit

SEARCH CRITERIA (YOUR INPUTS)

Type

First Name

Last Name

IC No.

Passport No.

Date of Birth

Gender

Nationality

Sanction List

Enforcement

PEP

Adverse Media

Individual

Ipsum

Lee

Not Inserted

Not Inserted

Not Inserted

Male

Not Inserted

NUMBER OF MATCHES

KYC Screening - New Search

Subject Info

* Type

* Business Name

Registration No.

Country

Business

Please select

Cancel Submit

How to Use?

1 Log into Credit Manager

i) Click on the ‘Reports’ 
button located in the left 
sidebar of the menu > 
‘Know Your Customer 
(KYC) Screening’.

ii) Then, click on ‘New 
Search’.

2 Select the type of customer

3 See the results

Fill in the information of the customer and click ‘Submit’.

Reports -

Monitoring +

Home

List of Reports

International Reports

Professional Search

Know Your Customer
(KYC) Screening New

i

New Searchii
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4 Sample Report

1.  IPSUM LEE

Category

Subcategory

Description

Gender

Aliases

ID

Address

Date of birth

Place of birth

N/A

Sanctioned by the State Financial Monitoring Service of Ukraine

Male

IPSUM

N/A

1. Mexico     2. United States

12/01/1969

Mexico

2.  IPSUM DE LEE

Category

Subcategory

Description

Gender

Aliases

ID

Address

Date of birth

Place of birth

Enforcement

3.  LEE IPSUM

Category

Subcategory

Description

Gender

Aliases

ID

Address

Date of birth

Place of birth

4.  ALEE IPSUM

Category

Subcategory

Description

Gender

Aliases

ID

Address

Date of birth

Place of birth

Fraud

Charged with food stamp fraud - June 03, 2015

Male

ALEE

N/A

Vietnam

03/11/1984

Africa

MATCH DETAILS

Sanction List

DISCLAIMER: This report may not be reproduced in whole or in part in any form or manner whatsoever. This report is provided to the client in strict confidence for use by the 
client as one factor in connection with credit and other business decisions. The report contains information compiled from data sources which CTOS does not control and 
which may not have been verified unless otherwise stated in this report. CTOS therefore cannot accept responsibility for the accuracy, completeness or timeliness of the 
contents of the report. CTOS disclaims all liability for any loss or damage arising out of or in manner related to the contents of this report.

- End of Report -

Adverse Media

Former PEP

Former Member of the Thirteenth Xuhui District People’s Congress, Shanghai Municipality (March 24, 2003 - February 05, 2007)

Male

LEE

National ID:  781212012345678     Passport No: G01234567

1. Tianjin    2. Shanghai

12/12/1978

Tianjin, China

PEP

Unauthorized

Cease and desist order issued for doing unauthorized business - February 1, 2011 (Starting February 1, 2011)

Male

IPSUM

N/A

1. France

10/07/1981

N/A



Web: www.ctoscredit.com.my
Business Enquiry: 03-2722 8882

Consumer Enquiry: 03-2722 8833
Subscribers’ Helpline: 03-2722 8800

HEADQUARTERS

CTOS BRANCHES IN MALAYSIA

Johor
Unit 20-03C Level 20,

Menara Zurich
15, Jalan Dato Abdullah Tahir

80300 Johor Bahru
Johor

Penang
Unit G-17-3,

Lorong Bayan Indah 1, Bay Avenue
11900 Penang

Sarawak
2nd Floor, No 2 Lot 16767

Block 11 MTLD, Tabuan Tranquility
Commercial Centre

Jalan Canna
93350 Kuching, Sarawak

Selangor
B-2-12, Block B, BBT One
Lebuh Batu Nilam 2
Bandar Bukit Tinggi
41200 Klang
Selangor

Pahang
A133, 1st Floor
Jalan Haji Abdul Aziz
25000 Kuantan, Pahang

Sabah
Lot 15, 2nd Floor, Block B
Lorong Plaza 333, Plaza 333
Kobusak Commercial Centre
Jalan Pintas
89500 Penampang, Sabah

CTOS Data Systems Sdn Bhd (247651-H)
Unit 01-12, Level 9, Tower A Vertical Business Suite

Avenue 3 Bangsar South, No. 8 Jalan Kerinchi
59200 Kuala Lumpur.


